
YOUR BLUETOOTH NEVER STOPS TALKING
Passive BLE tracking (Bluehood) + the WhisperPair exploit — and how to defend.
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Bluetooth  devices  broadcast  constantly  — even unpaired.  Phones,  watches,  headphones,  cars,  hearing  aids,  and  even
pacemakers emit BLE advertising with identifiers and metadata. That steady signal is the leak.

  THE PASSIVE SIDE — BLUEHOOD

Bluehood listens to BLE advertising without ever connecting — the definition of passive observation. It correlates devices
(a phone + smartwatch seen together = one person), learns schedules (when someone leaves and returns), and stores it
in  SQLite  with  optional  arrival/departure  alerts.  It  even  filters  randomized  MAC addresses.  It  is  not  an  exploit  — it  is  a
demonstration of how much simple observation already reveals.

  THE ACTIVE THREAT — WHISPERPAIR

CVE-2025-36911 (KU Leuven, Jan 2026). An Android Fast Pair implementation flaw lets an attacker send crafted pairing
packets  to  hijack  audio  devices  —  play  audio,  activate  the  microphone,  and  register  the  device  under  the  attacker's
account  to  track  the  victim  through  Google's  Find  Hub.  Demonstrated  at  up  to  14  m.  Affects  hundreds  of  millions  of
headphones and headsets.

  DEFENSE

  •  MAC randomization — modern phones rotate identifiers (Bluehood filters them)
  •  Turn Bluetooth off when idle — where the device allows it
  •  Patch devices — WhisperPair is an implementation flaw, fixed in firmware
  •  Know what you can't turn off — hearing aids, pacemakers, and cars broadcast by design

  THE RULE

Publish the method. Protect the private context. This sheet is capability + defense only — no targets, no cases, no “how to
eavesdrop.”

WhisperPair (CVE-2025-36911)  →
    The disclosure site for the Fast Pair audio-hijack vulnerability.

Hackers-Arise writeup  →
    The full article covering both Bluehood and WhisperPair.
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https://whisperpair.eu/
https://hackers-arise.com/bluetooth-hacking-and-security-the-whisperpair-exploit-and-bluehood-surveillance/

