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An email  address is  the master  key to  a digital  footprint.  It  is  the login string tied to  almost  every account,  and the one
identifier that correlates them all. Attackers rarely start with a name — they start with the address.

  THE PIVOT CHAIN

email → registered services → username → social footprint → PII → breach data → account takeover

  THE TOOLKIT (ALL PUBLIC, FREE)

Holehe  →
    Checks an address against 150+ services for a registered account — silently, no verification email.

GHunt  →
    Google footprint from a Gmail: name, profile photo, Maps contributions, calendar status.

Have I Been Pwned  →
    Is this address in a known breach — and what spilled with it.

Gravatar  →
    Email → avatar. Often the same profile picture reused across sites — a fingerprint.

Sherlock  →
    Once a username is extracted, sweep 400+ platforms for it.

Maigret  →
    Username → thousands of sites, compiled into one report.

emailrep.io  →
    Reputation scoring — spam, fraud, and social-media presence signal.

  THE DEFENSE

  •  Unique email per service — catch-all domain or + aliasing (name+bank@gmail.com)
  •  Masked email — SimpleLogin / AnonAddy relay your real address
  •  Never reuse a password — a password manager makes this free
  •  Check yourself first — run your own address through HIBP and Holehe

Masked email: SimpleLogin → simplelogin.io   ·   AnonAddy → addy.io

  THE RULE

Publish the method. Protect the private context. This sheet covers capability and defense only — no targets, no cases, no
people.
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https://github.com/megadose/holehe
https://github.com/mxrch/GHunt
https://haveibeenpwned.com
https://en.gravatar.com
https://github.com/sherlock-project/sherlock
https://github.com/soxoj/maigret
https://emailrep.io

